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1. Overview

This guide explains how Project Owners, Project Managers, and Payers use the VP&S
REDCap Admin Center to perform their authorized project-administration
responsibilities.

Depending on the assigned Admin Center Role, these responsibilities may include
creating and managing REDCap projects, providing payment information, managing
project users and permissions, and accessing support resources.

Regular project users access their assigned projects directly through VP&S REDCap
and do not use the Admin Center.

2.Before You Begin

Before using the VP&S REDCap Admin Center, make sure you have:

e A valid Columbia UNI and password.
e Access to DUO multifactor authentication.

If you are creating a new project, you may also need:

« The project title and project type.

e The Principal Investigator's UNI.

« Payment information or the UNI of the person who will serve as the Payer.

e The UNIs of Columbia users who need project access.

e The names and email addresses of non-Columbia users who need project
access.

3. Accessing the VP&S REDCap Admin Center
To access the VP&S REDCap Admin Center:

e Open a supported web browser, such as Google Chrome, Microsoft Edge,
Mozilla Firefox, or Safari.

e Go to: https://admin.redcap.columbia.edu

e Bookmark the page for easier access in the future.

4. Logging In

Step 1: Access the Admin Center
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On the VP&S REDCap Admin Center landing page, select Access the REDCap Admin
Center.

+)

Access the REDCap

Admin Center

Step 2: Enter Your Credentials

Enter your Columbia UNI and password, and then select LOGIN.

&2 COLUMBIA UNIVERSITY

IN THE CITY OF NEW YORK

Alert: Hackers want your passcodes!
If you use Duo passcodes, make sure the browser address bar
on the Duo view has a URL containing duosecurity.com. To
confirm, click on the "view site information" icon at the left side
of the address bar and check that "Connection is secure".

&2 COLUMBIA UNIVERSITY

IN THE CITY OF NEW YORK

~0 UN

UNI Help m clear

Step 3: Complete DUO Authentication

Complete DUO authentication using the instructions displayed on the screen:
¢ Open the Duo Mobile app on your registered device.
¢ Enter the verification code displayed in your browser.
o Complete the verification in Duo Mobile.

After DUO authentication is completed, the Admin Center will open.
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-

Enter code in Duo Mobile

Is this your device?

If you're the only person who uses this device,

9 2 1 2 Duo will remember it for future logins.

Yes, this is my device

No, other people use this device

Secured by Duo

5. Understanding Admin Center Roles

An Admin Center Role determines which projects a person can see and what the
person can access and manage through the VP&S REDCap Admin Center.

The available Admin Center Roles are:

e Project Owner — can manage project information, project users, and REDCap
project permissions; enter or update payment information; and unsuspend project
user accounts.

e Project Manager — can assist with authorized project- and user-management
activities but cannot enter or update payment information or unsuspend project
user accounts.

« Payer — can enter or update payment information for assigned projects.

o User — has access to the REDCap project but does not have access to the
project through the Admin Center.

Project Owners and Project Managers can change an Admin Center Role between
User and Project Manager. The Project Owner cannot be changed through the Admin
Center; contact REDCap Support to transfer Project Owner responsibility.

Assigning someone access to a REDCap project does not automatically provide access
to Admin Center management functions.
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6. Returning to the Admin Center from REDCap

To return to the Admin Center from REDCap:

e Locate the Applications section in the left navigation menu.
e Select Admin Center.

Applications
£ Admin Center 2

e The VP&S REDCap Admin Center will open in a new browser tab.

Note: The Admin Center link is visible only to Project Owners and Project Managers.
Regular project users will not see this link in REDCap.

7.Projects Page Overview

After logging in, the Projects page displays the REDCap projects where you are
assigned an Admin Center Role.

The Projects page is intended for:
e Project Owners
e Project Managers
« Payers

Project users assigned the User setting do not have access to the project through the
Admin Center and will not see the project on the Admin Center Projects page.

The Projects page displays information such as:

e Project ID

Project Name
e Project Type

o Date Created
e Project Status

e Admin Center Role

To open a project, select the project name. The Project Details page will open.
Available actions depend on your assigned Admin Center Role.

VP&S REDCap IT
Version 2 | 7/28/2026



Projects

Welcome to the VP&S REDCap Administration application. Below are the projects for which you are owner/manager.

If you feel there is any error in this list, contact REDCap Support (redcap-support@cumc.columbia.edu).

Here, you can create new projects, add/edit/remove users on your projects (Note: creating a project and adding users will incur charges),
create Data Access Groups (DAGs) and REDCap Roles. (Please note that REDCap Roles are for limiting user rights for specific groups of users,

and these rights are ished for the role and the users default user rights)
Create New Project [l LogintoREDCap [l Support
Project Search

PID Project Name Project Type Date Created Project Status Admin Center Role
3403 Population Health Genomics Study Research 03-31-2026 Active Owner

3212 Respiratory lliness Registry Research 03-03-2026 Active Owner

3085  Neurcimaging Tissue Repository Research 01-28-2026 Active Manager

2922 Radiology Outreach Project Research 12-04-2025 Active Owner

8. Searching for a Project

Use Project Search to locate a project where you are assigned as a Project Owner,
Project Manager, or Payer.

You can search by:
e Project Name
e Project ID
To search for a project:

e Go to the Projects page.
e Select Project Name or Project ID from the search options.

Project Search

Project Name v Search
Project Name
Project ID

e Enter all or part of the project name or the project ID.

e Select Search.

¢ Review the matching results.

Only projects where you are assigned an authorized Admin Center Role will appear in
the search results. Regular project-user access does not make a project visible in the
Admin Center.

VP&S REDCap IT 7
Version 2 | 7/28/2026



9. Creating a New Project

Anyone who is authorized to access the Admin Center can create a new REDCap
project. The person who creates the project becomes the Project Owner.

To create a new REDCap project:

e On the Projects page, select Create New Project.

Create New Project

e Enter the required project information.

e If the project requires CUIMC IRB approval, select the applicable IRB option and
provide the requested information.

e Select Next at the bottom of the page.

Create REDCap Project

Project Name

Primary investigator UNI

Prenary Imvestgator Fest Name.

10. Payment Information

After entering the project information, the Project Owner must choose how the required
payment information will be provided.

Only Project Owners and Payers can view, enter, or update payment information.
Project Managers and regular project users cannot access payment information.

Important: The REDCap project will not be created until the required payment
information is submitted. If the Project Owner delegates payment to a Payer, the project
will be created after the Payer submits the required payment information.

10.1. Enter Your Payment Information

Select this option if you are the Project Owner and will provide the required payment
information.

e Enter the required payment information.
e Select Next.
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e Review the project and payment information.
e Select Create Project.

After the payment information is submitted, the REDCap project will be created.

Payment Information Create

© | will enter the payr

rmation (Columbia University chart string) myself.

someone else.

PC Business Unit GENRL
SPONS

This field takes either a UNI or 8 digits ex: 00000000

2027

New Quarterly REDCap fees as of July 1, 2025:
$57.25
$10.00
$500p
$1.00 per 100,000 recordsfields data st

10.2. Delegate Payment Entry to Someone Else

Select this option if another person will provide the required payment information.

e Search for and select the person who will serve as the Payer.

e Select Next.

e Review the project information.

e Select Create Project to submit the payment request to the designated Payer.

The designated Payer will receive instructions to access the Admin Center and provide
the required payment information. The REDCap project will be created after the Payer
submits the payment information.

New Quarterly REDCap fees as of July 1, 2025:
$57.25 per project

$10.00 per
$5.00 per GB file
$1.00 per 1000

VP&S REDCap IT
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Home / Project Review

Confirm Information
Project Name Project Alpha
Project Owner Project Owner
Owner UNI abc1234
Owner Email user@columbia.edu
Payment Info. Payment will be delegated to user: abc1234

Project Status: Pending Payment

* User account and project will not be created until payment information has been entered.

Create Project

Click “Create Project”
to proceed.

After the required payment information is submitted and the projectis created, the project
will appear on the Projects page for authorized Project Owners, Project Managers, and
Payers.

11. Managing Project Users

Project Owners and Project Managers can use the Project Details page to add and
manage people who need access to the REDCap project.

Project users receive access to the REDCap project itself. Being added as a project
user does not provide access to the Admin Center.

To begin adding a project user:

e Open the project from the Projects page.

e On the Project Details page, select Add User to Project.
e Choose Columbia User or Non-Columbia User.

¢ Follow the applicable instructions below.

VP&S REDCap IT 10
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Dashboard Project Details

Project Details:
Project Name: REDCap Demo Project | PID: 2600

Edit Project:

Edit Project Details

Payment Details:

Edit Payment Information

Chart String: 0000000-REDCap-DEMO-UR0000000-00-00000-00000000-2026

Project Users:

Add User to Project ~ REDCapRoles  Data Access Groups

Admin Center

Role Username First Name
Owner study.owner Study
Manager projectmanager Project
User data.coordinator Data

User external.user External
User Qqa.reviewer QA

11.1. Adding a Columbia User

Use this option to add a person who has a Columbia UNI to the REDCap project.

e Select Add User to Project.
e Choose Columbia User.

Manager

Coordinator

User

Reviewer

Email

study.owner@example.org

project manager@example.org

data.coordinator@example.org

external

Assign
Date

05/04/2025

05/31/2026

05/04/2025

09/25/2025

qa.reviewer@example.org

e Enter the person’s UNI in the Username field.
e Verify the information populated by the Admin Center.

e Select Next.

e Review the information and select Add User to Project.

06/02/2025

Edit User

After being added, the project user will receive an email with instructions for accessing

VP&S REDCap and the assigned project. The project user will not receive access to the

Admin Center.

VP&S REDCap IT
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k1o Proje

Add User to Project

Note: Adding a user ta a project will incur fees

EEEEE

Home / Add User To Project

Add User To Project: Confirmation

Project Name Demo Project

Username fl1234

User Type columbia

User Email fl1234@cumc.columbia.edu
User First Name Firstname

User Last Name Lastname

Add User To Project

11.2. Adding a Non-Columbia User

Use this option to add a person who does not have a Columbia UNI as a user of the
REDCap project.

1. Select Add User to Project.
2. Choose Non-Columbia User.
3. Enter the following information:

e Username

e Email Address

e First Name

e Last Name

VP&S REDCap IT
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4. Select Next.
5. Review the information and select Add User to Project.
For non-Columbia project users, the username should generally follow this format:
first initial + last name
Examples:
e jsmith
e j-smith
e j_smith
An underscore or dash may be used if needed.

A person who has a Columbia UNI must be added as a Columbia User using the UNI
and should not be added using the non-Columbia account option.

After being added, the non-Columbia project user will receive two emails:

e An account-setup email containing the username and instructions for creating a
password and setting up two-factor authentication.

e A project-access notification confirming that the user has been added to the
REDCap project and providing the REDCap link.

The project user must complete the account-setup process before accessing REDCap.
Adding a non-Columbia project user does not provide access to the Admin Center.

11.3. Unsuspending a Project User

REDCap project-user accounts are automatically suspended after 300 days without a
successful REDCap login or API request.

Only a Project Owner can unsuspend a project user through the Admin Center.

To unsuspend a project user, the Project Owner must:

e Open the Project Details page.
e Locate the project user in the Project Users list.

VP&S REDCap IT 13
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e Select Unsuspend next to the username.

Project Users:

Add Userto Project  REDCap Role Data Access Groups

One or more project users have suspended REDCap accounts. Only a Project Owner can restore a suspended account.

Admin Center Role Username First Name LastName  Suffix  Email Assign Date  Edit User Access
Owner 02/11/2025 -

Manager 021112025 & n

Manager Unsuspend 051472025 & [ x |

o \Verify that the Suspended status and Unsuspend button are no longer displayed.

If the project user is still unable to access REDCap after being unsuspended, contact
REDCap Support.

Note: While an account is suspended, the project user cannot login to REDCap, and the
project user’s APl tokens will not work. Unsuspending the account restores the ability to log
in. Access to individual REDCap projects remains controlled by the project user’s assigned
roles and permissions.

Important: If the project user is assigned to multiple REDCap projects, the Project Owners
of those projects will be notified that the account has been unsuspended.

11.4. Removing a Project User

To remove a project user:

e Open the Project Details page.

e Locate the project user in the Project Users list.

¢ In the rightmost column of the project user’s row, select the red Delete User
icon.

e Review the confirmation prompt.

e Confirm that you want to remove the project user.

Removing a project user revokes the person’s access to that REDCap project.

Important: Removing a person from one project does not delete the person’s REDCap
account or remove the person from other REDCap projects.

12.Managing REDCap Roles and Permissions

REDCap Roles and permissions determine which REDCap functions and project data a
project user can access within the assigned project.

VP&S REDCap IT 14
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Project Owners and Project Managers should use a REDCap Role whenever an
appropriate role exists. Individual permissions should be configured only when the
project user requires a unique permission set.

Assigning REDCap project permissions does not provide access to the Admin Center.

12.1. Editing a Project User

Project Owners and Project Managers can use the Edit Project User page to review or
update a project user’'s Admin Center Role, REDCap Role, and REDCap project
permissions.

Project Owners and Project Managers can:

o Change an Admin Center Role from User to Project Manager.

e Change an Admin Center Role from Project Manager to User.

« Assign or change the project user’'s REDCap Role.

o Configure individual REDCap permissions when no REDCap Role is assigned.

The Project Owner cannot be changed through the Admin Center. To transfer Project
Owner responsibility to another person, contact REDCap Support.

To edit a project user:

Open the Project Details page.

Locate the project user in the Project Users list.

In the Edit User Access column, select the blue edit icon.

Review the project user's Admin Center Role and REDCap Role.

If no REDCap Role is selected, review and update the individual REDCap
permissions as needed.

e Select Update User.

Changes take effect after the user record is updated.

Note: Changing the Admin Center Role to User removes the person’s access to the
project through the Admin Center but does not remove the person from the REDCap
project.

12.2. REDCap Roles

REDCap Roles simplify project-user management by applying a predefined permission
set consistently to multiple project users.

VP&S REDCap IT 15
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Whenever an appropriate REDCap Role exists, assign the project user to that role
instead of configuring permissions individually.

Using REDCap Roles:

Creates consistent permissions for project users with similar responsibilities.
Reduces the time required to configure and review access.

Makes future permission changes easier to manage.

Reduces the risk of incorrect or inconsistent permissions.

When a REDCap Role is selected:

The individual permission settings are hidden.

The project user receives the permissions defined by the selected REDCap Role.
The project user’s permissions cannot be modified individually from the Edit
Project User page.

Changes to the permission set must be made from the REDCap Roles page.

If the permissions assigned to a REDCap Role are updated, the changes apply to all
project users assigned to that role.

12.3. Configuring Individual Permissions

If no REDCap Role is assigned, Project Owners and Project Managers can configure
the project user’s permissions individually.

Individual permissions may include:

« Basic Privileges

o Data Viewing and Export Rights

« REDCap Mobile App permissions

e Project record permissions

« Record locking and electronic-signature permissions

e Randomization permissions, when Randomization is enabled for the project

Grant only the permissions required for the project user’s responsibilities.
Recommended practice: Use a REDCap Role when multiple project users require the

same permission set. Configure individual permissions only when a project user
requires a unique set of permissions.
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12.4. Basic Privileges

When no REDCap Role is assigned, Basic Privileges control access to core REDCap
project functions. Select only the functions required for the project user’s
responsibilities.

Examples include:

« Project Design and Setup
o Alerts & Notifications
o Add/Edit/Organize Reports

e Logging
o File Repository
« REDCap Mobile App

Avoid granting administrative or high-level privileges unless the project user is
responsible for managing those functions.

12.5. Data Viewing and Export Rights

When no REDCap Role is assigned, Data Viewing and Export Rights control which
REDCap project data a project user can view and export.

« Viewing rights determine which fields and records the project user can view in
REDCap.

« Export rights determine what data the project user can export and the level of
identifying information included.

Review these permissions carefully, especially for projects containing PHI, sensitive
information, or regulated study data. Grant only the level of access required for the
project user’s responsibilities.

12.6. REDCap Mobile App Permissions

When no REDCap Role is assigned, REDCap Mobile App permissions allow a project
user to collect project data offline using the REDCap Mobile App.

Available options include:

e Allow userto collect data offline in the mobile app
e Allow userto download data for all records to the app

VP&S REDCap IT
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[J REDCap Mobile App O

Allow user to download data for all records to the app? 0O

When Mobile App permissions are selected, REDCap displays a confirmation message
describing how these permissions affect mobile-app data access.

If Mobile App access is appropriate, select Yes, | understand. Otherwise, select Cancel
and leave the permission disabled.

Confirm Mobile App Privileges X

Before enabling REDCap Mobile App privileges for this user, you must
confirm that you understand the following things. Please be advised
that regardless of this user's API export/import rights and Data Export
rights, when the user uses the mobile app, their mobile app privileges
will automatically give the user 'Full Data Set' rights for Data Exports (if
they have 'download data’ privileges for the mobile app) and will give
the user both API export and APl import rights *ONLY FOR REQUESTS
MADE BY THE MOBILE APP*. When not using the mobile app, the
user's rights will behave normally as they have been defined. NOTE:
Since the mobile app requires full data export access and also requires
the ability to make API exports and imports, the mobile app's privileges
trump the normal user privileges during mobile app operations with the
REDCap server. However, unless a person is granted the extra user
privilege to 'download data for all records to the app', then they will not
be able to download any data to the app from the project on the
REDCap server.

Yes, | understand

Important: Mobile App permissions may provide broader data access during mobile-app
operations. Grant these permissions only when offline data collection is required and
appropriate for the project user’s responsibilities. Carefully evaluate Mobile App access for
projects containing PHI, sensitive information, or regulated study data.

12.7. Randomization Permissions

Randomization must first be enabled for the project in REDCap before Randomization
permissions can be assigned through the Admin Center.

If a REDCap Role is assigned, Randomization permissions are managed through that
role. The individual Randomization settings described below apply when no REDCap
Role is selected.

To make Randomization permissions available in the Admin Center:
e Loginto REDCap and open the project.
e (o to the project’s Project Setup page.
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e Locate Randomization module under Enable optional modules and
customizations.
& Enable optional modules and customizations
Modify | @ Repeating instruments and events |2
Disable | @ Auto-numbering for records |2
Enable | @ Scheduling module (longitudinal only) [2
Enable | @ Randomization module |2
Enable | @ Designate an email field for communications (including survey invitations and alerts) [2

e Select Enable next to Randomization module.

& Enable optional modules and customizations

Modify | @ Repeating instruments and events [2

Disable | @ Auto-numbering for records [2

Enable | @ Scheduling module (longitudinal only) [2

Disable | @ Randomization module [2

Enable | @ Designate an email field for communications (including survey invitations and alerts) [2
After the Randomization module is enabled, a green status indicator appears next to
Randomization module, and the button changes from Enable to Disable.

After the Randomization module is enabled in REDCap, the following permissions will
appear on the project user’s permissions page in the Admin Center:

e Setup - allows the project user to configure randomization settings.

e Dashboard - allows the project user to view randomization activity and related

information.
e Randomize — allows the project user to perform randomization for eligible
records.
(J Setup
# Randomization () Dashboard

(J Randomize

Grant Randomization permissions only to project users who are responsible for
configuring, monitoring, or performing randomization activities.

Note: If the Randomization permission options do not appear in the Admin Center,
verify that the Randomization module is enabled for the project in REDCap.

13. Frequently Asked Questions

Why can’t | see a project in the Admin Center?

The Admin Center displays projects only to authorized Project Owners, Project
Managers, and Payers. Being added to the REDCap project as a regular project user
does not provide access to the Admin Center.
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If you are an Owner, Manager, or Payer and an expected project is not displayed,
contact REDCap Support.

Do regular project users need access to the Admin Center?

No. Regular project users access their assigned projects directly through VP&S REDCap.
The Admin Center is intended for Project Owners, Project Managers, and Payers.

Who can create a new REDCap project?
Anyone authorized to access the Admin Center can create a new project.
Who becomes the Project Owner?

The person who creates the project through the Admin Center becomes the Project
Owner.

When will a new REDCap project be created?

The project will be created after the required payment information is submitted. If
payment responsibility is delegated, the project will be created after the designated
Payer submits the required payment information.

Who can enter or update payment information?

Only Project Owners and Payers can enter or update payment information. Project
Managers and regular project users cannot modify payment information.

What username should | use for a non-Columbia user?

For non-Columbia users, use the user’s first initial and last name. An underscore or dash
may be used if needed. Columbia users should be added using their Columbia UNI.

Can | add a removed project user back to a project?

Yes. A Project Owner or Project Manager can add the person back by following the
appropriate Add User process. Removing a person from a project does not delete the
person’s REDCap account.

Why was a project user suspended?

REDCap accounts are automatically suspended after 300 days without a successful
REDCap login or APl request. When an account is suspended, the user cannot log in, and
the user’s APl tokens will not work. If the user still requires access, a Project Owner can
unsuspend the account from the Project Users list.

Who can unsuspend a project user?

Only a Project Owner can unsuspend a project user through the Admin Center.

VP&S REDCap IT
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Will other Project Owners be notified when | unsuspend a project user?

If the project user is assigned to multiple projects, the Project Owners of those projects
will be notified that the account has been unsuspended.

What happens when | assign a REDCap Role?

The project user receives the permissions defined by the selected REDCap Role.
Individual permission settings are hidden and cannot be modified from the Edit Project
User page. To change the permission set, update the role on the REDCap Roles page.

Should | enable REDCap Mobile App permissions?

Only enable REDCap Mobile App permissions when the user needs to collect data offline
using the mobile app. Review this permission carefully, especially for projects containing
PHI, sensitive information, or regulated study data.

Who can change an Admin Center Role?

Project Owners and Project Managers can change an Admin Center Role between User and
Project Manager. To transfer Project Owner responsibility to another person, contact
REDCap Support.

What happens when | change a Project Manager to User?

The person retains access to the REDCap project but no longer sees or manages the
project through the Admin Center.

14. Getting Help

For questions or assistance with the VP&S REDCap Admin Center, contact:

redcap-support@cumc.columbia.edu

Your email will automatically create a ServiceNow support ticket.

Include the project name and project ID, if available. Do not include passwords,
participant data, PHI, or other sensitive project information in the email.

15. Security Reminders

e Never share your UNI credentials with anyone.
e |If you suspect that your account has been compromised, please use the UNI self-
service password reset or contact the CUIT Service Desk for login assistance.
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e Always log out when finished, especially on shared devices.

¢ Do not send passwords, participant data, PHI, or other sensitive project information by

email.

16. Version History
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audience guidance; introduced Admin Center
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permissions, Mobile App, Randomization, FAQ,
support, and security guidance.
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